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A DS

¢ FTP

PEHUIS LA b 5 SMTP 3% RFC bt 5 i s

M ULRS, 1 P8R F44 A MIME 287

B SMTP fir & & ZH AL ;

D55 315 R

I ARVFEA RV IR R

eI NN

(A FNICEIN 1§

L1 B A Rt kA B

4] bat/ CHUNKING . ETRN /1 8-bit 5k Binary MIME 7 ESMTP ()1 Fii ;
¥ ESMTP JAIEZS

FE SMTP [ i 1)K

SMTP & R4

U5 H RS H 1k 2Ry 42 B

I B T B B AR

B BRI R IPS B

VA ILS ABhELEML, 9D A B ) — B P T A 1 B2

WatchGuard (1] FTP #p3AbEE 25 v] DA BhA B 01 8 FTP 5525, A 3yt FTP
BRI AE -

LIS LA RS 8 7 FTP Pl RFC BRI H i
SR e TR I

PR FTP fir & XS HURAEH] ;

Pk 55 4545 185

BRI 2. B4 ar AT SR I
BRI Ty BA R 2 ) SR

Pl A SO R L AR s
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2.3.6

e Ky it 2 B0 o P AR
Fe R Bnii 2 1PS KLk,
W ILS bRl AR R Bl T AR A T2

¢ DNS

— U T A AT LUR T DNS A AN 2K SRAFIR K DNS 5548 3L - M AT LA
BE— SIS X &5 DNS RS H0H o X BBt IR DNS 4 Rk
3 T ARG . WatchGuard ) DNS Bl b B8 77 LU DNS 38 3Kk 1) Sk 45 &L, IF
HooT CABH W I 2e T BE () N 25 . DNS PpisAbBR s ) LA R -

o PLHUILLEAAK M Y DNS Bl RFC brie i St it ;

o RS AE R

©  DNS LM, Z e IBLEATEMIIH 5

o i DNS AURD, AT A 44 K 5

o HRHERRE IPS B

« VM ILS BEhEELE], s A0 ] — B R T AR Y S

¢ TCP
TCP HpSCAb #3858 AT K5 BT HT e ar. TCP R FE . It ks, 4%
P E0 % FORATEAG I HAS 2 TS . IXFEl ] DL R IR BGEAT A . TCP il
A8 [ B ] DA EEAE P AR U ) HTTP PhSGER, AFEHLH S HTTP Phillid
PR3 —FE

EFRE — ARxLE

¥

NI

WA 24 JRARAT R PR S — Se AR A S D Rl AR R, Ok
i R SSHGE AR , XM OCHR AR ST ANZBIRIARSS . B, URL 7338
R/ N R DIE AV VAR R IR G o P

Z L “XTM S XTM 2242557 & oy (PR A 2%
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2.4 XTM 12H XTM LR %

241 MXMHFERS (GAV)

WatchGuard [ R 85I 55 7T AR B0 2 i d, RS [ T BE &
HEN GRG0 28 1 A L6 AR5 . WatchGuard @230 7 7858 FH 199 G B 993 2 14D ] s, 2247
SRR EE ARG, XA P4

o TR RSO B A, DRI AN 22 B 0 R 35 R SRR R 20 X 7k ]
[IES s g i

o ERDWEERSIFEINIZAT, T LIS R R T W NI ], X P
MK B RREAARZ 5

FEILS B, K WORHR 8 5 A s R S i AE R TAE, aTDIMS B 2 1 2 b
o RE —— WK R AL FIS A TR R AR Ak BRI A
ESEEH e IN T
o HEAMLROTER] —— POCER R ) SRR A T LULT A

WatchGuard (15 ¥ 5 B3 5 i 55 1T LGS G SCPFIEAT Fevr B, BUEHAE. SCIFB0E
A DA AL L iy IR AT T SO IR 28 DL i oK o S R GUR I B — N F SCER, (X
Hohwa At e e A o JXRE T LARIT R 7 JEBE Fh AT T %47 35 300 iR P Ay B 2k
TSI FE I s S, A8 At s 2R E B 38 FEAG B EAA I TR o 48R th ml LA 2
B B L BAT I SCA

WatchGuard (1M SR 5525 44 PE 22 B s, IF LR P ] DA il HL T2 %) i) Ta) ]
M. FATLE Internet LoF349%E 4 ANIHE S B UOR BB L
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7 SMTP Proxy Action Configuration (predefined)
Name: :SNITP-hcmMQ
Description:  |Default configuration for incoming SMTP
-Categarie:
= General | AntiVirus
! :’”:3' 5:‘]1""95 To activats the antivirus functionality, you must use the action ‘Gateway Antivirus' for desired
FeTwg i rules of categores: 'Content Typas' and Filenames’
=I-ESMTP
—ESMTP Seftings Actions
~—Authertication When a virus is detected
5-Aftachments Remove: remove message parts w | [aam
[ Content Types
| ~Filenames When a scan error occurs:
=) Address Lock: lock message content w| [ Alarm
Mail From
I Rept To —Allow: allow the email
| Henders flLock: lock mzssage content I
| AntiVirus [Remove: remove message parts of each file. The Firebox does
! lrusion Prevention uarantine: guarantine the email h partial scanning.
~spamBlocker rop: drop the connection mmedataly
--Deny Message lock: drop the connection and auto-block the source
| “Proxy and A\ Alarms
|
OK ] [ Cancel ]' [ Help

NZBERRS (IPS)

WatchGuard 9 A4 Bl Ik 55 7T LIS I8 28 3547 30 G B0 A (K038 TR UV AEZedr o 7
LA IPS ARGEMI I YA ) M MIRR AR . A ILS 2R B L A AE R IPS it
G5 ARIXPTIRIUA AN o DG ILS (A 22 42 2 K20 m] LA 60%~709% K Bt AT 4 -
M2 TR LB S AR CAATTE T o XA TIPS 7E88 4 P b (AT 2R 0 R i
P TR RN RIS R

RS SRS I 22 7T LB s A S R, ] IPS HUEERT AN A B BRI . X
FUEWAE 1PS A H I PER R IIE A T4, AR b . [FIFE IPS
WRT L] ILS i A sh+=8ihfg. 2 IPS I T8 —ABhAT b G, KBEhE I 1P Huhkfhis
4 ARG, MK 1)E SAT P BE AT N A AR “ AN e ds =7, i ik
R T ARG EAMEIAL IPS SRE, R IR EEREA TR AT, I R
WALV, PR RE

o [ERIRHBIBHTE
W PE20E P2P (64, B4l &R0 rE. Cookie Al F#AEE. MIEHIFS %
BT OB B BSOS VIR RAE AR B THAE PC R DR U 4 2545 55
WatchGuard 1] 1PS 51 5] LUK 26 44 o AL AR K B SREL AR R . 1IPS
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2.4.3

EIECIIPOOET

LA —— IPS SIEELS L EEL. HTTP B 2 i e
Bl R YT IR 5

HTRBEANAERN —— 1PS 515 AW T BG4 P RIS
AERAEAR A SRR 1) T 95

TG ] ERAAT— SBAR 2 ) A i — iy 2Bt iy, IF N B 404
B E SO IPS 5182 YU T 0L Pl 1

Hah e —— DLW PRGN, S F TS IERE
B amE, HTAESTIE R N AN R P ARET
IPS & a) AU 42 0K L s

IPS
Halp =
Proxy  HTTP-Client.d
] Enazble Intrusicn Prevantion
Intruder threats are rated on 2 scele of increesing severity from L to 100, You canassign
actions based on the threat ssverity range. By default, all threats ars dropped.
Intrusion Frevention Configuration
Aclion Threal Severily Alarm  Log
' [] AuToBLOCK
[+ cRoP 1 = to100 [+ |
¥ ALLOw [LOGGED) | 1 Ii, tod [/
ALLOW (MOT LOGGED) |
|¥] Spyware Protection |¥] Bedy Content Scanning
Additicnal pretecton against known  Stronger protection, but can
spyware signatures reduce throughput
| Sawc ol Cancel |

IR EREAR 5SS (spamBlocker)

B SMBAE K2y b 98 T A A S i I 63%,  IX A 4 K 22 B2 ) T I 114 Sk I el

WatchGuard [ 57 3% B4 IR 4 F)H Commtouch 23 &) [IEFF A (RPD) AL T H
FUSEIN ORGS0 T S8R A 98 B IS A R PRI I %6 ik 99.95%, 11 HL7E B 4 Hh I ANl
{EAT 2844 S it g
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244

LI OCHEE TRIN B BTN, XIECAR SN 7 KR Internet i, Jf 247 i1t
R EWBRIRISLZ] 73 B AR (B I DNAD. BERARPRIE 500 J7 4 FEAE Bk AT s 5
s A8 1. 2 0B AT KLU I 73 88T 1 R AT AR IR IR B2 3 A FRF Ak . spamBlocker A1
RIBCAR HAGE L Commtouch Flll ity CRAYES" 2 ACABIRMBAFHRFIED  LEB AT BERB T,
257 P 5B (1 L 3 A 15 480 o

RIBA RN 4 Tk 5
o RPRESCHBAE 9 RE A )R AL A I PR B I
IR SSE SIS AT LAARSL i Az 35 S P U] Y TE 8 T
o BB RUNAR —— £ 97 %K AR AT
o HIEFER — XN TEIRIBFREBAKAE T E S AR R

spamBlocker A 1 M8 TR K BEAEF PEACE R A A Br BT, IFRs 97 %11 Bz 35 1R
PHEERI O LAAY, Ty HL I e Ak 30 0 2 i 1) s B o 7R FH DR PR 15 S T AR i A 2 A P 1)
W i S Eg 0, spamBlocker TT LASKZIN S 4 BR KIS MM, BLARAR LM 144 £ i
[F] B3 RIE T A oY 2838 TR v AL BRE

N T LIRSS TR R, spamBlocker SCREAMIEE B IRSS A%, S LERE YU A by I 5
FOIRERMIIBAT, S ORILBIEE RIS E IR A5 2% T ORAFE, I 5 JUIIH S IS 308 75 20 R s F2 e
A o 5 1 ST o

URL 9 Z3i3jEBRS (WebBlocker)

WatchGuard ] WebBlocker URL 4321k Ji8 i 45 A /R AN B B m] DLC & W58 F P e R kAT
Web Vi, & RVFIRE XHEE Web A2 A] LAV5 ) ). 75 WSM i F el 404k i e &, /R Al B
Xt FCVFUT ) ) Web SRR 4 ) 1) B r] PLU; ) 1% 86 py 23450 H i 23 2R AL FE

WebBlocker % 4xEk Web i JEH R 1415 —— SurfControl /A =] 1% A5 |44
A, RE T 228 I RN 25 14T P . WebBlocker 15 FH 22 R 4325k 45 Bh F Jr 28 0 S A
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i EBEN P28 R 2
o AR AT RUNUIS S C AN A7 AR AU IR 2
o PRIE TG EAE AR s e,
o PGS TAELRIINA, R TARRCR,

M2 AT sZe . F St B T I AN R 97 ) S 25 50K, WebBlocker
A LA Bh AR A 25 P AT 100 28 5 BRI 5 . WebBlocker i mJ LLFS B AR R R [0 199 264 326 15 T3 4 5 77 95
B ML TEURA . BRI

Serversg Categories | Exceptions | Advanced

To block a category, select the checkbox nexd to the category name. D Deny All Categories

[[] Finence & investment
[] Food & Drink

[] Religion
[] Remate Proxies

[] Garnbling [[] search Engines
[[] Games [[] sex Education
[] Glamaour & Intimate Apparel [ shopping

[[] Governmert & Poltics [] sports

[] Hacking [[] Streaming Media
[] Hate Speech ] travel

[ Hesith & Medicine [[] Usenet News
[[] Hobkies & Recrestion [] viclence

[[] AduriSexually Explct [ Hid's Stes ~
[] Advertizemerts [[] Litestyle & Cuture '
[[] Arts & Evtertainment [] Metor Vekicles

[ Chat [ News

[[] Computing & internet [[] Personale & Dating

[] Criminal Skills [[] Photo Searches

[] Drugs, Alcohol & Tobscco [] Resl Estate

[] Educsation [ Reterence

I Deseription:

15854 (Reputation Enable Defenses)

K

PR X WEB B

JA AR 2 R R A W S S AR URL PP . SalRamn, Mt 4 m
Web i B A o S 2 AR — AT 2 IR O 25 g ok B 2 AR IO B A T A
AHEANE A BSERIBR TS 5 SERIEAEAE 2 AR ZE ) URL. I RSB 5 2 8 e, g
Bl T fEShA Web WRFRIAWIASILI Web 5L, MRS A4, 0T /N SR
SERFRRCERT . [ EVEMRARE R URL e, TR R 1P Hhik.

PR, ARG WEB iR

JA R 2 R DA AR s 0, PO AL Web SRR AT YUMo . AL
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2.4.6

HEIHEZEPED ) URL feg 2z aihiliid AV 8. E20E 0 A7 il P 4 B URL.
B RO AR e R AT T P RE . 2 ATk 50% M) URL 34, [RIRANES 2%
Ve, B 73 IR, W o R R = .

CEe T
i B |
g DR I
TS P
AEH M
5 o Bt 24

[z A 2 FF4s%] (Application Control)

ff /] WatchGuard W45 0 TR, BN EAR R 4 FIsAT N RSO0, S &)
ARV AR TR, AR o w] Py ST RT I A RO P I (] 4T 4
o xF 1,500 2R AE LK N R e St s R . KSR 2,500 AMAEA IR 20T
R AR UMK B E NS S N I RE RS, AN H kel L7 P, Ads& T8t
PSR G 30 2 A4t ) 0 85 N P AR Y o T 2000 s I AR P A S R 1 B Sk T 7 A AL
ST RS2 AT SR, LS B K I RGP o R P XS 48 190 24 At 077 T S5 5% 1K) 2 IR0 7 sk ]
RPN TR e B T o R IR 845 BT DU BN, DA B3 oK, BAR s wl
5 RS FH S0

7 FH 42 1 256 J e

pliiBU N VAREE i I = W NI B [ /rg KAl 19 =i AN B 2 o e W R ST S B2 5711 e 2 SN SE T
S PR IS ) B R R, IR AR AR IR o Ban, R BLiESE: BHIEfEH] YouTube. Skype #
QQ, FIEFAGAPH 1l FZIENVIN T ] FELIE, 588 AANBH ks BEL kAT AT = A 2 A BA pl DA
P2P NHFEF; SevFmissmiki1vin Facebook MILAb4#EMSE; RVF{#H Windows Live
Messenger AIERIIN R, (A SCVEHI T AR SO Rk i R e (4 T R — R
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FroE B el 2 m AT+ RE s IR0 A AR A (BB 1
R o

FEHIFIPL I 2,500 £ WEB 2.0 FNL4s I L

oy . _—,
A
Windows Live GM l £ BaiTorrent Q

QuickTime

R ¥ Hobmail | - DN
facebook webex
&9 messancen hUIU

oRACLE

Linked [T m
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3 ERALERERRS

3.1 WSM &%

TATIN A — F 22 458 PR 48 N Al P 49 21095 B ify AN 2 8 H P S iR L. DB AL
WatchGuard System Manager (WSM) #it & IXFE—E i KA H RS, X1 T ML 5
Ketit, WSM s A 7 5 S A BT, S WIN T T 1R I 0% 38 B 3 4 1 17 AN T e b 1) 2 I P
[FlE, WSM Bl A E4R A 7 47200 e Bl Bk . DhRe e . R i
GUImT, A T LAZESE AL R G E RV BT XTM 7= i B L 2 4 iR 45 o

¢ REMEERTITH, 58 T LSO

o SEIIL ETBAGIR I i TR, o o0 2 A B 5% B I 5 42 P R 2L 5

o CRANEPE, PTG XTM B

o FEEIHERE, EPIGE RTINS L) T

B[EI%]

B watchGuard System Manager

Fie Edit Tods Window Help

1=l + YW o (@

Device Status  Device Management E

ﬂ .ﬂ\wz.lsa_.ﬂ.mc oo 3% Management Server: 192.168.54.61
= @ Devices

@ @ Edge_10-Boxs3 " —
& @ Edge_7_5Boxs4 Server Information A

»>

Tools

- @ Edge_8_6B0x62
& g Fireware_10-BoxS1 (Mar
-y Fireware_10-Box64
(s W Fireware_§_36oxs6
& M Fireware_9_1-8oxs0
- My Fireware_9_1Boxs0
# -4 SOHO_6-Box53
- WFS_7_580x57
@ @ WFS_7_5-Box59
i (@b Managed VPis
@ Edge Configuration Template
(® Scheduled Frmware Updates.

3 i (2]

Username:

1P Address:

Distribution IP Address:
Manage Aliases

Manage Server Licenses
Manage Customers

Monitored Report Servers

Summary

@ Firsbox I11/X - WFS

® Firebox X Edge

Ay Firebox X - Fireware

4 Firebox SOHO

& Total:

Managed VPNs

Edge Configuration Templates

Add Device Add VPN  Add Template

ents KGll Clamay

admin
192.168.54.61
192.168.54.61

»
L]

e B e mow M

Quick Setup Wizard

CA Manager
Legviewer

Historical Reparts

Firmware Update St..A &

Schedule Firmware Update

Ready

NUM
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3.2 #E385 VPN AR AR

WSM BAER] LAE T 14E R S 24 2% (1) VPN #5B 34T 2 35 i 4H] . WatchGuard Jhf
] DVCP H AR E A TLE AR 2 IPSec VPN AR G40 . BlEE O S R E—ANEE IP
Mok, & SZHU RVHE AR 1P Hulik, FRATTAT AR KA 7. VPN [%iE .

WatchGuard System Manager E]@ |

File Server Tools Resources Help

[T W
ﬁp Managed WPNs
- i Devices
5 % i ParisCare - Firebox #1000 running Fireware v8.0;
I_'! Optional-1 Metwork
r_! Trusted Network
[W blockas1o0
+| @ SingaporeEdge - Firebow %15 unning SOHOD 7.2
-1 MNewvrokHOPeak - Firebos =8000 running Fireware +8.0
Optional-1 Metwark
Optianal-2 Metwork.
Optiohal-3 Netwarl:

|»

Optional-5 Metwork

Optiohal-6 Metwark,

Optiohal-7 Netwark,

Optional-8 Metwork,

Trusted Netwark

= @ Secunity Templates
S Medum
wen S0 Azsocistion Type: ESP
Encryption: DES-CBC
Device /\ VPN A Log
Ready [nur |

i e e e

DVCP HACKfitL T VPN BRIERI G, EREA—> XTM Mg 2R EBOE, JF
FEAN RN B 2 0] H B A7 IPSec VPN, W45 A5 I 53 /R ATART 1 J7 38 1k FRAT T WSM 3450t %
AN VPN BEE AT IR E, DA DR I 2% 1) SEIN I8 AT o SXAEAEAR KRR b ] LAyl o) 266 8
G 40

3.3 FEWMEMRIEETE

WatchGuard System Manager (WSM) 45 —41 Sz )& &4 8 T 2.,

¢ XTM System Manager

o IS SE A

o ZRZ% CPU FH RSz 45
o ARV IR T ILHC Y % 4 S R A
* VPN lrdgines;

o AR RS BB

Reteon rterae | HaSon ] imeeasing ) ==
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¢ HostWatch
FHF-385 B/ 1 O3 S My T 2B OIR L o 1% T H T LSS e #2 L1 1P ikt
AMEE RGO, FEIE P dhhik. B0 1P Huhk A AOE R T R 1 SR R
IP bk ek g RE, AT L7 (A 0 B T iR —& PC MIEWE . 1A
INf, BB AT LASE 2260 B3 P kb &b 0 38 TR0 Hz o

|55 DSt aie e 92 6B 7| H[=E|
File “iew Help
0© ?

Trusted (sthi) Al Cther Interfaces I~

192.168.0.100 @ e1 12948125

| T Hnsaptaneten

| @ byimsg2175303 gatevway edye Messenger live.com

| "%y 202 108.3332 3
| %ot 135153180

-| T RTR-BTO-HF4-0-0tanston

) =L echo-v2 msgr hotrai com

BE echa-w1 magr hotmall com

=Wy 61151240185

=@ 2076617516

F[# 1921880128

“[#a07 46113218

8 202.108.37 24 <]
£ Source Destination ‘ Part | In J Out | Connection | Details |
[ 1921680100 66.121.2277 16727 itcp Trusted  Exdernal NAT rC -= 192.166.0.110:10003 [~
[#] 1921680100 1220712589 443Mtep  Trusted  Exernal NAT G -= 192.168.0.110:10010 1f—;|||
[#] 1321880100 RTR-BTO-H-F4-0-Obtane.. 53/udp  Trustsd External NAT re = 192.168.0.110:10008 =
[¥] 1921680100 ns4 bta.net cn S3iugp  Trusted External NAT src -» 192.168.0.110:10040
[#] 1921680000 RTR-ETO-H-F4-0-Oktane.. S3/udg  Trusted  External NMAT sre -= 192.168.0.110:10008
[#] 19218580400 12217-21515cliertmeh... B928/udp  Trusted  External NAT src -= 192.168.0.110:10011
[#] 1921680100 1220712589 30147 iop Trusted  Exernal NAT re -= 192.168.0.110:10009
[#] 1921680100 66.121.2277 16727 fudp Trusted  Exernal NAT G -= 192.168.0.110:10002
[#]) 1821580100 154 btanet cn S3fudp  Trusted Exernal NAT re o= 192.166.0.110:10038
@ 1921680100 61135158 253 80ftcp  Trusted Exdernal NAT re -= 192.168.0.110:10006
[#] 1921680100 216.168.115.108 28693 judp Trusted External NAT sre -= 192.168.0.110:10002
[#] 1921680000 1220712589 30147 judp Trusted  External NAT src -= 192.168.0.110:10008 =i
Ready Conmections at: Fri Dec 01 11:12:53 GMT+D8:00 2005 | Connections shown: 81 (53)

3.4 BAR HERERE

¢ HERSE
HEMRS 2K TR B EEA, SCRR A PO R B i1t it
Vil FEZ & XTM L RAEEAE Rl —A H B SSA4

¢ LogViewer
LogViewer T HJEE M A A VH40 0 A H S EdE s 1 TR . LogViewer
SIS AN E T H AR 55 & R SR R, JF T2 IE 6 Fh ok S BLAE ] T A .
o B RT DAPRIR M 2 SRR )R R H s

27



e
atchGuard

WatchGuard Technologies, Inc.

<] o

Sum Mo Tue Wod Tha Fi Sat

172 S m Hear: m Mt m

F000.01.20 1724100 1o 0020130 1724103

S | |

B BRI DUAGAER H & P DLOGBE 77 AN Bm AT IR, PRI s R

[® 192.168.54.63_192.168.54.63 ==&
BesR @@ B[ M B[ X clear

= DateTime Detailed Message

Debug 2008-01-20 1:48 User admin authenticated from 10158 via HTTPS, priority

[, A8 H & o gl H oy BLLE A BE GRS Wb 2145 4% H 25 10 1)
Hudiby IS L @bl AP AR RN . R B R T 4% )
ELGY SR B

File Edit View Tools Windows Help

& I

Detailed Message

DateTime

Type

Message

a B

Conmectad to Lag Server: 192.168.54 61 Date-Time Filter: Last 1 Hour | Total Messages: 585 -

Report Manager
GRS RSN A H G IR 55 4 rh SR OBOE BEAT 43 1T, e TS BE v 1) 1 RSAREAR
PR AR JFAT LS H RSB R A AR 2 SEORT H SR 45 SR . 5 B DY AT LU 77
O O R H SO, T RGO BRI, -
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o Web i #H i

| WatchCuard Report Manager
[Fie Bkt ven

il

=a

e}

0

-

3 SRABESs B O

Summary
bl & Froton ¥ (5050108100, %

w Web Usage Summary Report

Fitwbox_X £0.50, 900, 900) 90X707 X5 17E85

From To Bumbar of Logs
L2108 OBPM  1/31/08 2:08 BM ™

Connacted 1 Fepon Server, £0.50.100.108

o IR RO R R

|3 Watchtuord Repart Manager =26
[P T e e . ]
s sz o8

Bandwidth for External Interfaces

W hchGused Bandwidth Usage for All External
FHET Interfaces

lox50-Gateway_Firebox {192 160.54.50)
09T DOSEEO05C

From To Mussber of Logs
YIRS S00FM  1/19/08 12:00AM 42

Bandwidth SEatistics for All Fxtermal Interlaos

(=)

11808 500 PM 40,400 00I% 17,947

2,58

29



